


These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

http://pelion.com


These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

IoT Connectivity 
Security

Pelion Special Edition

by Lawrence C. Miller



These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

IoT Connectivity Security For Dummies®,  
Pelion Special Edition
Published by
John Wiley & Sons, Inc.
111 River St.
Hoboken, NJ 07030-5774
www.wiley.com

Copyright © 2021 by John Wiley & Sons, Inc., Hoboken, New Jersey

No part of this publication may be reproduced, stored in a retrieval system or transmitted 
in any form or by any means, electronic, mechanical, photocopying, recording, scanning 
or otherwise, except as permitted under Sections 107 or 108 of the 1976 United States 
Copyright Act, without the prior written permission of the Publisher. Requests to the 
Publisher for permission should be addressed to the Permissions Department, John Wiley 
& Sons, Inc., 111 River Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or 
online at http://www.wiley.com/go/permissions.

Trademarks: Wiley, For Dummies, the Dummies Man logo, Dummies.com, and related 
trade dress are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or its 
affiliates in the United States and other countries, and may not be used without written 
permission. Pelion and the Pelion logo are trademarks or registered trademarks of Arm 
Limited. All other trademarks are the property of their respective owners. John Wiley & 
Sons, Inc., is not associated with any product or vendor mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO 
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE 
CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL WARRANTIES, INCLUDING WITHOUT 
LIMITATION WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CREATED 
OR EXTENDED BY SALES OR PROMOTIONAL MATERIALS. THE ADVICE AND STRATEGIES CONTAINED 
HEREIN MAY NOT BE SUITABLE FOR EVERY SITUATION. THIS WORK IS SOLD WITH THE UNDERSTANDING 
THAT THE PUBLISHER IS NOT ENGAGED IN RENDERING LEGAL, ACCOUNTING, OR OTHER PROFESSIONAL 
SERVICES. IF PROFESSIONAL ASSISTANCE IS REQUIRED, THE SERVICES OF A COMPETENT PROFESSIONAL 
PERSON SHOULD BE SOUGHT.  NEITHER THE PUBLISHER NOR THE AUTHOR SHALL BE LIABLE FOR 
DAMAGES ARISING HEREFROM. THE FACT THAT AN ORGANIZATION OR WEBSITE IS REFERRED TO IN 
THIS WORK AS A CITATION AND/OR A POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN 
THAT THE AUTHOR OR THE PUBLISHER ENDORSES THE INFORMATION THE ORGANIZATION OR WEBSITE 
MAY PROVIDE OR RECOMMENDATIONS IT MAY MAKE. FURTHER, READERS SHOULD BE AWARE THAT 
INTERNET WEBSITES LISTED IN THIS WORK MAY HAVE CHANGED OR DISAPPEARED BETWEEN WHEN 
THIS WORK WAS WRITTEN AND WHEN IT IS READ.

For general information on our other products and services, or how to create a custom For 
Dummies book for your business or organization, please contact our Business Development 
Department in the U.S. at 877-409-4177, contact info@dummies.biz, or visit www.wiley.
com/go/custompub. For information about licensing the For Dummies brand for products or 
services, contact BrandedRights&Licenses@Wiley.com.

ISBN 978-1-119-60687-1 (pbk); ISBN 978-1-119-60690-1 (ebk)

Manufactured in the United States of America

10   9   8   7   6   5   4   3   2   1

Publisher’s Acknowledgments
We’re proud of this book and of the people who worked on it. Some of the 
people who helped bring this book to market include the following:

Project Manager: Martin V. Minner

Senior Managing Editor:  
Rev Mengle

Acquisitions Editor: Ashley Coffey

Business Development 
Representative: Karen Hattan

Production Editor:  
Mohammed Zafar Ali

http://www.wiley.com/
http://www.wiley.com/go/permissions
mailto:info@dummies.biz
http://www.wiley.com/go/custompub
http://www.wiley.com/go/custompub
mailto:BrandedRights&Licenses@Wiley.com


1
These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

Introduction

Any time a device is connected to the Internet, it’s 
at risk of being breached. Today, billions of 
devices are being connected to the Internet. As a 

result, the attack surface has grown, making it exponen-
tially larger, more complex, and more challenging to 
secure. But like any other breach today, a successful 
Internet of Things (IoT) breach requires network con-
nectivity. Thus, the key to securing IoT devices is to 
secure IoT connectivity.

About This Book
IoT Connectivity Security For Dummies consists of six  
chapters that explore IoT connectivity vulnerabilities 
(Chapter 1), device integrity (Chapter 2), how to protect 
data in transit (Chapter  3), IoT security management 
(Chapter 4), the secure connectivity ecosystem (Chapter 5), 
and keys to securing IoT connectivity (Chapter 6).

This book focuses on cellular IoT security rather than 
Wi-Fi and other protocols that are commonly used for 
IoT connectivity.
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Foolish Assumptions
In this book, I assume you work for an enterprise that is 
considering an IoT deployment and that you have at least 
a basic understanding of IoT and some of the potential 
challenges to security, but that you’d like to learn more 
about IoT connectivity security.

Icons Used in This Book
Throughout this book, I occasionally use icons to call out 
important information. Here’s what to expect.

This icon points out information you should 
commit to your nonvolatile memory, your 
gray matter, or your noggin.

If you seek to attain the seventh level of 
NERD-vana, perk up! This icon explains the 
jargon beneath the jargon.

Beyond the Book
If you find yourself at the end of this book thinking, “Gosh, 
this was an amazing book  — where can I learn more?”  
just go to https://pelion.com/product/connected-device- 
platform/.

https://pelion.com/product/connected-device-platform/
https://pelion.com/product/connected-device-platform/
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IN THIS CHAPTER

 » Identifying physical security 
threats

 » Keeping IoT software secure

 » Securing the end-to-end 
connection lifecycle

Recognizing IoT 
Connectivity 
Vulnerabilities

In this chapter, you explore Internet of Things (IoT) 
connectivity vulnerabilities associated with communi-
cation, physical security, the connection lifecycle, and 

the software components of IoT devices, and why it’s 
important to identify vulnerabilities early in your IoT 
project to avoid deployment delays due to potential secu-
rity issues.

Chapter 1



4
These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

Communication
Cellular networks including 3G, 4G, and 5G are ubiqui-
tous for long-range mobile communications and are thus 
ideally suited for IoT device communications.

Cellular networks provide distinct security advantages 
over other IoT network options, such as Wi-Fi. However, 
because IoT devices typically transmit data beyond the 
network to the Internet, security cannot be assumed. 
Vulnerable cellular network components include:

 » Signaling System No. 7 (SS7) nodes: Developed 
as a set of telephony protocols in 1975, SS7 now 
provides connection for roaming between cellular 
networks. Although newer technologies are being 
adopted, many roaming and older networks still 
rely on SS7. Vulnerabilities enable routing paths to 
be manipulated, transmissions to be intercepted, 
and locations to be tracked in real time.

 » Baseband processors: The CPU, memory, network 
interface and media processor in mobile and IoT 
devices are referred to as the baseband processor. 
Vulnerabilities in the hardware, firmware, and 
software of these devices can be exploited.

Securing SS7 nodes and base station vulnerabilities is the 
purview of telcos and mobile network operators (MNOs). 
IoT device manufacturers developing and deploying IoT 
solutions should instead focus on securing connectivity 
in their IoT devices.
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Physical
Attackers often use physical properties of the system- 
on-chip (SoC), such as timing or voltage, to extract 
information or induce bad behavior. If the base layer of 
silicon fails, allowing data to leak out or to be easily 
accessed, the entire system security becomes at risk.

An intruder may attempt to tamper with an IoT device to 
take control of the device, alter its functionality or behav-
ior, steal data collected by the device, or use the device to 
pivot to other networks. The intruder often attempts to 
tamper with the device’s communications components, 
such as the subscriber identity module (SIM).

Hardware hacks are much harder to perpetrate than soft-
ware hacks. Moreover, a software attack can directly 
reach thousands of IoT devices, whereas a hardware 
attack is generally more limited.

Software
Even the most robust security schemes and cryptographic 
architectures are susceptible to physical attacks, and this 
type of attack is gaining traction as new automated tools 
make it easier to perform. The risk with a physical attack 
is the scalability factor: Extracting information from one 
device, such as keys or source code, allows an attacker to 
conduct a large-scale software attack.
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As with computer software, vulnerabilities are inevitably 
discovered in IoT device software and must be patched 
and updated in a reliable, timely, and effective manner.  
A challenge with IoT devices is that they cannot be easily 
upgraded to mitigate issues. Although there have been 
spectacular breaches against IoT devices, such as Mirai, 
Chalubo, Torii, and Demonbot, many other software vul-
nerabilities are susceptible to traditional breaches, such 
as buffer overflows that exploit memory flaws.

Though the computing industry must respond to new 
vulnerabilities, software must also address traditional 
issues such as default user identifiers and passwords.

Connection Lifecycle
Security of IoT devices is too often an afterthought. Vul-
nerabilities must be addressed throughout the device 
lifecycle. This includes secure deployment, ongoing or 
continuous monitoring, over-the-air (OTA) updates, 
remote management, deprovisioning, and human access 
to the connectivity management platform.

To achieve end-to-end security throughout the connec-
tion lifecycle, security must be a primary design consid-
eration in IoT devices  — as fundamental as any other 
parameter. There should be a strong focus on tight 
mechanisms for device authentication and integrity, as 
well as minimizing the potential attack surface.
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IN THIS CHAPTER

 » Authenticating devices and 
connections

 » Establishing the “new perimeter”

 » Providing authentication and 
authorization services

Securing Device 
Identity

In this chapter, you learn about the importance of 
secure identity management for the devices in your 
Internet of Things (IoT) deployment.

Ensuring Device and SIM 
Authenticity
Ensuring the authenticity of devices connected to your 
IoT platform and the subscriber identity modules (SIMs) 

Chapter 2
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in those devices is crucial to maintaining the confidenti-
ality, integrity, and availability of your IoT ecosystem.

Digital certificates, unique device credentials, and virtual 
private network (VPN) connections can help the enter-
prise verify the authenticity of IoT devices to the central-
ized management point.

Embedded SIMs (eSIMs), discussed in Chapter 4, can help 
to significantly reduce the risk of removal or replacement 
of the SIM card in a device, helping to further ensure the 
authenticity of devices connecting to your platform. An 
eSIM, which is directly soldered within the device, is 
much harder for an attacker to locate, remove, or replace, 
than removable form factors, thereby improving IoT 
security with a hardware-integrated solution.

Verifying Identity
With the proliferation of cloud computing and mobile 
computing, traditional network perimeters have become 
largely indistinct. Identity has become the foundation for 
controlling how and if a device connects to the network, 
and which services can be accessed by a subscriber. Veri-
fying an IoT device is crucial to the security of the eco-
system within which it operates as well as the authenticity 
of the data it is gathering and passing back across the 
ecosystem.
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A device can be verified with its International Mobile 
Equipment Identity (IMEI), which uniquely identifies the 
device and is essentially a make, model, and serial num-
ber for the device. The IoT SIM Applet For Secure End- 
to-End Communication (SAFE) is a recommendation of 
the Global System for Mobile Communications (GSMA) to 
leverage the advanced security and cryptographic fea-
tures in a SIM to function as the hardware Root of Trust 
in an IoT device. Although IoT SAFE does not identify the 
device, it allows you to verify the trustworthiness of the 
device.

Enabling more secure network access pairing requires a 
combination of subscription identification coupled with 
hardware identification. An entity on the network, known 
as an Equipment Identity Register (EIR), matches the 
IMEI of a device with the International Mobile Subscriber 
Identity (IMSI). The EIR is typically a component of the 
cellular network and is closely integrated into the Opera-
tions Support System (OSS) and Business Support System 
(BSS) that has close insight into both device and sub-
scriber IDs, as well as integration with a central black-
listing service. However, use of this capability has to be 
carefully approached because blocking or flagging sub-
scriber access as suspicious, in cases where the IMEI 
doesn’t marry up with the subscriber ID, can have 
ramifications.
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Authenticating and 
Authorizing Access
The Third Generation Partnership Project (3GPP), that is, 
the world umbrella standardization body for cellular 
connectivity, includes a complete mechanism by which 
session keys are derived from the network authentication 
process. This process protects radio communications 
from the device to the first network equipment that it 
connects to — the Evolved Node B (eNodeB) on a 4G net-
work or Next Generation Node B (gNodeB) on a 5G 
network.

Centrally managing the ongoing authentication and 
authorization of devices at scale can be a major challenge 
in enterprise IoT deployments. A secure connectivity 
management platform (CMP), discussed in Chapter  4, 
can provide authentication and authorization services, 
including generating and validating access credentials; 
issuing, validating, and revoking security certificates; 
exchanging security keys; and establishing a secure 
 virtual private network (VPN) from enterprise environ-
ments to IoT connections.
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IN THIS CHAPTER

 » Securing end-to-end IoT 
communications

 » Protecting the confidentiality 
and integrity of data in transit

 » Ensuring a robust, highly 
available connectivity 
management platform

Protecting Data 
in Transit

In this chapter, you learn about secure connectivity 
requirements, how to protect the confidentiality and 
integrity of data in transit, and what to look for in a 

connectivity management platform to ensure a highly 
available Internet of Things (IoT) solution.

Chapter 3
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Ensuring Secure End-to-End 
Connectivity
The IoT introduces new challenges associated with secure 
end-to-end connectivity. For example, IoT devices con-
nected to each other can be different from one another in 
terms of characteristics and communication technologies, 
making it harder to establish secure sessions and secure 
communications. IoT devices often connect to their 
reciprocal management server or ecosystem over cellular 
networks including 3G, 4G, and 5G, and other newer 
emerging technologies such as Low-Power Wireless Area 
(LWPA) Networks.

As with most IoT technologies used, cellular technologies 
also have vulnerabilities and new vulnerabilities will 
inevitably be discovered across the full range of IoT con-
nectivity options. Network operators implement security 
in their cellular networks in the following ways:

 » Including fraud detection as a component of the 
mobile network to track and trace unwanted 
behaviors and miscreant activity, thereby adding to 
their overall security

 » Uniquely identifying endpoint devices on the 
network using an international mobile equipment 
identity (IMEI)
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 » Using network and country codes to identify 
different networks

 » Encrypting network traffic, providing private 
networks (including virtual private networks), and 
creating dedicated networks

 » Ensuring high availability by using licensed 
spectrum, implementing standard network 
technologies, and building resilient network 
topologies

Enterprises (as deployers or consumers of the IoT eco-
system and data), device manufacturers, and network 
operators must ensure that secure end-to-end connec-
tivity is a fundamental part of their IoT designs. This 
includes ensuring only authenticated and authorized 
devices can connect to the IoT platform and that the plat-
form, in turn, can only communicate with properly 
authenticated and authorized endpoints. This is particu-
larly important because IoT devices may connect to mul-
tiple public and private clouds, as well as edge clouds and 
different provider networks in the IoT ecosystem.

End-to-end communications can be secured via a VPN 
with robust key management capabilities and/or by sep-
arating IoT traffic from the public Internet over a dedi-
cated network. Whether communicating over a VPN or 
dedicated network, Transport Layer Security (TLS)/Data-
gram TLS (DTLS) should be used to secure end-to-end 
traffic. Enterprises and device manufacturers must also 
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ensure that their devices can be supported from a remote 
management platform with robust capabilities. For 
example, reliably installing security patches and protocol 
updates over the air for devices already deployed in the 
field.

To establish a data connection with a network operator, a 
mobile device must be configured with an access point 
name (APN). The APN maps to a specific configuration 
set that can include functions that can ensure a secure 
entry point between the cellular network and another 
network, such as a private corporate network. For general 
users, the APN is usually configured to be open to general 
Internet access, but it still protects a device from unso-
licited requests from the Internet towards a device. The 
network operator may use the APN to determine the type 
of data connection that should be created. For example, 
the APN may be used to define what security methods to 
use for the connection.

Some network providers can create “private 
APNs” that allow authentication to be con-
trolled on a per-SIM level and updated 
dynamically.

Encrypting Data in Transit
Data transmitted and received by IoT devices must be 
encrypted to protect its confidentiality and integrity. 
Although certain IoT applications may not generate or 
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process particularly sensitive data, intruders may be able 
to glean information from the aggregation of this data 
that helps perpetrate a breach against a target. For exam-
ple, a power meter may provide an intruder with enough 
data to determine if someone is at home or not, or when 
they are likely to be home, based on their power con-
sumption patterns.

Additionally, ensuring the encryption of data in transit 
assures its integrity and validity upon arrival. This can be 
data gathered by the device (for example, environmental 
data or electrical power usage) or software updates and 
security patches destined for the device, ensuring mali-
cious code is not installed and the device is not 
compromised.

Data in transit should be encrypted using the most cur-
rent version of the Transport Layer Security (TLS) 
protocol.

Transport Layer Security (TLS) is commonly, 
though incorrectly, referred to as Secure 
Sockets Layer (SSL) encryption. All versions 
of SSL have now been deprecated and 
replaced by TLS.

Data in transit should also be encrypted from end to 
end — from the device, across the communications ser-
vice provider (CSP) networks, to the data center and sys-
tem where the data is ultimately hosted for use.
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The 3rd Generation Partnership Project (3GPP) standards 
define the mechanisms for authentication and confiden-
tiality between the device and the base station, as well as 
the interfaces from the base station back to the network 
operators’ infrastructure core and the Internet gateways. 
Authentication occurs with credentials held in the Home 
Subscriber Server (HSS)/Home Location Register (HLR), 
which sits in the heart of the core network. Numerous 
security methods and controls are used to ensure the 
entirety of the mobile network infrastructure is a private 
network and protected against external attacks. In com-
parison, a web browser session may be encrypted using 
Transport Layer Security (TLS), whereas an IoT device 
doesn’t have any end-to-end session encryption unless 
it is set up explicitly.

In addition to the 3GPP security standards 
and the network operators’ security deploy-
ments, ensuring that data is encrypted end- 
to-end provides additional security and pro-
tects against any momentary degradation or 
breaches in security at any point.

IoT Subscriber Identity Module (SIM) Applet for Secure 
End-to-End Communication (SAFE) is a Global System 
for Mobile Communications Association (GSMA) recom-
mendation that leverages the SIM to protect the device’s 
credentials, just like the network credentials themselves. 
IoT SAFE advocates using the SIM as the hardware Root 
of Trust in an IoT device to establish “end-to-end, 
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chip-to-chip security.” It uses the SIM as a mini “crypto-
safe” to establish a Datagram TLS (DTLS) session with an 
application server or cloud and mutually authenticate the 
device and server/cloud.

Providing Resilience
Your IoT connectivity management platform also needs 
to provide resilience to maximize uptime and ensure that 
critical devices can reliably and securely reach and inter-
act with your IoT ecosystem. In the event of a failure, you 
need to maintain the security of your critical applications 
and devices until they can be returned to their normal 
operating state. When considering different connectivity 
management platforms and partners, look for the fol-
lowing features and capabilities:

 » Redundant, geographically dispersed Tier 3  
(or Tier 4) data centers with 99.982 percent uptime 
(no more than 1.6 hours of downtime per year) 
and N+1 fault tolerance providing at least 72-hour 
power outage protection

 » Multiple partner networks with different transit 
providers and Internet providers providing failover 
capabilities between diverse links with sufficient 
capacity to handle full traffic loads individually
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 » Redundant, load balanced Packet Data Network 
Gateways (PGWs) capable of handling full traffic 
loads

 » IPSec VPN routing and hot failover for maximum 
reliability and seamless failover of services between 
sites

 » Successful completion of an International 
Organization for Standardization (ISO) and 
International Electrotechnical Commission  
(ISO/IEC) 27001 security standards audit
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IN THIS CHAPTER

 » Managing secure IoT connectivity 
at scale

 » Exploring remote provisioning 
capabilities

 » Enabling proactive monitoring 
and alerting

Managing IoT 
Connectivity 
Security

In this chapter, you learn about connectivity manage-
ment platforms and how they help enterprises securely 
manage their IoT deployments.

Chapter 4
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Connectivity Management 
Platform (CMP)
Making a reliable, secure connection available is critical 
to IoT deployments, which are complex environments 
with potentially hundreds of thousands of connected 
devices. An IoT connectivity management platform 
enables secure remote connectivity for IoT deployments 
at scale.

Without a connectivity management platform (CMP), 
large IoT deployments cannot be efficiently managed, for 
example, in the event of a breach that requires visibility 
and control to identify, contain, mitigate, and recover the 
affected IoT devices. Other important reasons to manage 
your IoT deployments with a CMP include:

 » Managing devices across networks and providers 
at scale is challenging; having a consistent interface 
and integration allows easier device updates.

 » No insight into connectivity status means you do 
not know if your critical assets have gone offline 
and whether it’s due to a malfunction, a breach, or 
some other issue.

 » Lack of statistical data and analytics means you 
don’t know if your asset has overconsumed data 
and you can’t efficiently identify issues with 
connections that aren’t functioning correctly.
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The ideal CMP is an interface that should provide enter-
prises with the ability to:

 » Manage the lifecycle of a connection: Activate, 
deactivate, bar, or unbar a subscriber.

 » Monitor subscriber activity and performance, 
preferably in an automated fashion: How much 
data has been used on a device or account?

 » Manage inventory: Order new subscriber identity 
modules (SIMs) and embedded SIM (eSIM) profiles, 
or manage existing stock.

 » Manage billing: How much does each connection 
cost? What was my bill this month? How much did 
my overage cost?

 » Allow easy access to devices over a single 
network interface: Allow updates for devices 
regardless of mobile network.

Provisioning and 
Deprovisioning
Remote eSIM provisioning provides the ability to down-
load, enable, disable, and delete network operator pro-
files for devices over the air.
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An eSIM is embedded (that is, directly sol-
dered) within the device at the point of 
manufacture.

Remote eSIM provisioning opens the door to a range of 
use cases that cannot be supported by conventional SIMs. 
For example, it allows a device manufacturer to insert or 
embed an eSIM at the point of assembly. When the device 
is turned on, provided the correct configuration is in 
place, it can connect to a local cellular network, making 
the device ready to use immediately regardless of where 
it has been deployed. Instead of holding SIM cards for 
multiple network operators across the globe and coordi-
nating which card should be inserted into which device, 
every device can use the same type of physical eSIM and 
have the correct profile applied in the field. If the net-
work operator profile on a deployed device needs to be 
changed, it can be downloaded to an available memory 
slot on the eSIM and enabled over the air. This capability 
is a significant enhancement, especially when compared 
to conventional SIM cards, which require a SIM to be 
physically swapped for a network change.

In short, remote eSIM provisioning allows manufacturers 
to drastically simplify their supply chain and reduce the 
high cost of inventory, while providing customers with 
devices that can be connected out of the box. It also pro-
vides the capability to manage connectivity by download-
ing and enabling the SIM profile for a new operator’s 
subscription for an IoT device deployed in an inaccessible 
location. The CMP must have an awareness of this type of 
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SIM and SIM profile deployment mechanism as well as 
integration with the relevant remote SIM provisioning 
platforms.

Managing Human Access
Human access to physical IoT devices introduces the risk 
of tampering. Often, such tampering involves replacing 
or removing the SIM card to take control of the device, 
steal data, or otherwise compromise functionality.

Technologies such as eSIMs help to reduce the risk of 
tampering because the SIM is embedded during the man-
ufacturing process into a sealed enclosure. It is extremely 
difficult to tamper with or remove an eSIM without caus-
ing significant damage to the device.

Access to the connectivity management platform must 
also be controlled, including the permissions assigned to 
authorized users for specific systems. The CMP provides 
visibility and control of the entire IoT device estate, so 
controlling access to this functionality is crucial.

Monitoring and Alerting
A connectivity management platform also enables real-
time monitoring of devices deployed at scale, which helps 
enterprises proactively troubleshoot device issues. Alert-
ing capabilities ensure that corrective action can be taken 



24
These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

immediately when a device goes offline or otherwise 
experiences issues.

Monitoring and alerting provide visibility across your 
network environment so that you know when your sub-
scribers or devices are behaving in unexpected, unau-
thorized, or potentially malicious ways.

Beyond monitoring and alerting, remote troubleshooting 
capabilities provide functionality that includes refreshing 
SIMs and disconnecting or reconnecting devices on the 
network. In this way, you can triage the scale and cause 
of suspicious device activity without having to send out a 
field engineer or deactivate a device when a power failure 
or network outage causes a temporary issue. This enables 
a more rapid response that you need to send out a field 
engineer by ensuring that basic troubleshooting has been 
completed, and the right engineer with the right tools and 
resources is deployed. In locations where an engineer 
can’t physically access the device, a connectivity man-
agement platform ensures you can remove the defective 
or altered device from the network.

Automation rules can potentially be used to address issues 
before they affect the business. For example, a subscriber 
who has not connected to the network for 15 minutes may 
have a device that has been tampered with. A connectivity 
management platform with automation functionality can 
send alerts or remotely block the SIM from reconnecting 
to prevent an intruder from running up usage charges or 
otherwise using the device for unauthorized purposes.
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IN THIS CHAPTER

 » Identifying technical and 
business requirements

 » Ensuring your partners can work 
together

 » Addressing ongoing 
management issues

Working with 
Secure Connectivity 
Partners

The Internet of Things (IoT) has lots of moving 
parts such as software and hardware updates, 
evolving accreditation and certification require-

ments, and new technologies and features being added 
and implemented. You need a strong partner ecosystem 
to help bring your IoT solutions to market. In this  chapter, 
you explore some of the considerations that will allow 

Chapter 5
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you to identify partners that can help you successfully 
deploy IoT solutions today and in the future.

Defining Partner 
Requirements
As you identify potential partners, ensure you are drilling 
into your actual needs rather than just discussing tech-
nology. Make sure you’ve discussed specific require-
ments for your IoT solutions that will potentially affect 
your success and ongoing costs, such as:

 » What are your expected data consumption needs?

 » Where will your devices be located?

 » What specific power consumption needs do you have 
and what is the impact of connectivity management?

 » Do you need permanent or on-demand data? 
Permanent connections require greater resilience 
in order to ensure continuity of operations.

Also, consider the strength of the various partners with 
whom you are talking. For example:

 » Do they have expertise in your specific field or industry?

 » Do they have a proven track record of innovation 
and success?
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Enabling Integration and 
Interoperability
Your partners must be part of a strong ecosystem to 
deliver an end-to-end solution that meets all your needs. 
Your secure connectivity partner needs to enable integra-
tion and interoperability. Look for the following:

 » A low barrier to entry and a feature-rich toolset that 
allows you to quickly deploy connected solution sets

 » A high-speed network with large geographic reach 
to connect to mobile operators both internationally 
and domestically to support different use cases. 
Some NarrowBand IoT (NB-IoT) devices, for example, 
will only require minimal quantities of data to be 
exchanged.

 » Trusted networks operating on licensed spectrums 
and compliant with Third Generation Partnership 
Project (3GPP) standards

 » N+1 service resilience with network interconnects 
from different transit providers, Internet access 
from different service providers, and power from 
different power suppliers/grids, where possible

 » Secure virtual private network (VPN) connectivity 
and tunneling provided over open protocols such 
as Internet Protocol Security (IPSec)
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 » Integration with public cloud providers such as 
Amazon Web Services (AWS), Microsoft Azure, and 
Google Cloud Platform (GCP)

Considering Ongoing 
Management Issues
Look for a secure connectivity partner that will help you 
address ongoing management issues. This includes sim-
plifying management of your device deployments at scale 
across multiple partners. Consider the following:

 » What assurances have you been given to ensure 
devices will remain secure once they are deployed?

 » Can your partner consolidate mobile network operator 
(MNO) contracts and bills into a single relationship?

 » Can your partner demonstrate how the performance 
of multiple deployed devices is streamlined into one 
manageable view?

 » What tools does your partner provide to help 
ensure complete visibility of your deployments 
and what monitoring, auditing, and compliance 
verification capabilities are available?
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IN THIS CHAPTER

 » Identifying vulnerabilities and 
controlling  access

 » Making devices secure by design

 » Enabling security intelligence 
and ensuring compliance

Seven Keys to 
Secure Connectivity

H 
ere are seven keys to ensuring secure Internet of 
Things (IoT) connectivity:

 » Map your attack surface and derive a threat 
model. Consider how vulnerabilities can be exploited 
across a range of attack surfaces and methods 
throughout the life cycle. Identify vulnerabilities and 
ask how your connectivity partner can help.

As an Arm company, Pelion encourages innovators 
to look into Arm’s Platform Security Architecture 
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(PSA) certification. It defines ten security goals to 
provide standardization over how secure IoT 
devices are designed. The four-stage process starts 
with the “analyze” phase where the developer 
analyzes threats and assets in the IoT application 
and identifies key security objectives to be imple-
mented in the device, hardware, and software.

 » Control access to trusted networks. Make use 
of established device identity and authentication 
procedures so that only known devices can connect 
to trusted networks.

 » Design and build for resiliency. Have resilient 
infrastructure so you don’t lose connectivity if 
something goes wrong.

 » Ensure end-to-end security. Ensure traffic is 
routed securely and encrypted as it travels from 
the device across networks to your management 
platform and cloud.

 » Leverage artificial intelligence (AI). Use AI to 
proactively monitor, alert, and implement mitiga-
tion measures on the network.

 » Control access to your connectivity manage-
ment platform. Create a clear policy detailing 
who has access and what they can do.

 » Ensure security and privacy compliance. 
Is your partner compliant with all the required 
data protection and handling regulations in all 
the territories where you plan to operate?
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